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User Rights and DAGs 



User Rights
Goals:

Provide the list of user rights available 
How to hide specific instruments
Types of export permissions
Roles



How to Access User Rights

HSIT Research Application Support- hs.appsupport@hs.pitt.edu

 On the left side of the project under Applications, you will see User Rights
 Please note, you may not have permission
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How to add a user and end access

 Under User Rights:
 Add with Custom Rights
 Assign to Role

 Please note must add by username or full name.  Email will not work

 To remove a user, you have two options:
 Remove from project
 Set an expiration date
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How to edit user rights

HSIT Research Application Support- hs.appsupport@hs.pitt.edu

 Click on the user’s username, click edit user privileges 

 Options
 Project Design and Setup
 User Rights

 No access
 Read Only
 Full Access

 Alerts and Notifications
 Calendar 
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How to edit user rights (continued)

HSIT Research Application Support- hs.appsupport@hs.pitt.edu

 Add/Edit/Organize Reports
 Allows user to view all reports but not necessarily all data in the reports

 Stats and Charts

 Data Import Tool

 Data Comparison Tool

 Logging

 Email Logging

 File Repository 
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How to edit user rights (continued)

HSIT Research Application Support- hs.appsupport@hs.pitt.edu

 Data Quality Rules
 Create and edit rules
 Execute rules

 API
 Export
 Import/Update
 External Modules API

 REDCap Mobile
 Allow user to download data for all records to the app?
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How to edit user rights (continued)

HSIT Research Application Support- hs.appsupport@hs.pitt.edu

 Create Records

 Rename Records

 Delete Records
 Can delete in batch (be careful)

 Record Locking
 Recording Locking Customization
 Locking/Unlocking
 Locking/Unlocking with E-signature authority
 Lock/Unlock Entire Records (record level)
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Instrument Permissions

HSIT Research Application Support- hs.appsupport@hs.pitt.edu

 Data Viewing Rights
 No Access (Hidden)
 Read Only
 View and Edit
 Edit survey responses

 Data Export Rights
 No Access
 De-Identified 
 Remove All Identifier Fields
 Full Data Set
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Create a role

HSIT Research Application Support- hs.appsupport@hs.pitt.edu

 Under User Rights, Create Role
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DAGS (Data Access Groups)
Goals:

Why you may use DAGs
How to create DAGs
What happens when you use DAGs



When to use DAGs

HSIT Research Application Support- hs.appsupport@hs.pitt.edu

 DAGs (Data Access Groups) can be used if there are multiple institutions for 
your study

 Or if you would like some users to see some records and not others



How to set-up and manage DAGs

HSIT Research Application Support- hs.appsupport@hs.pitt.edu

 Add group name

 Assign users to the groups

 Bonus tip: Users can have more than one DAG with DAG Switcher
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What happens when you use DAGs

HSIT Research Application Support- hs.appsupport@hs.pitt.edu

 Users can only see records in the DAG which they are assigned
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Assistance Options
Goals:

How to get help from the REDCap Team
Sign up for Webinars and Tips of the Week 
(coming soon)
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Need Help? 

HSIT Research Application Support- hs.appsupport@hs.pitt.edu

 Email hs.appsupport@pitt.edu
 Contact REDCap administrator on the left side of every project:
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What we can help you with

HSIT Research Application Support- hs.appsupport@hs.pitt.edu

 We can help with:
 Anything related to your REDCap project

 What we cannot help with:
 Anything outside of REDCap
 Add users to project or adjust user permissions
 Accept Gmail or non-work emails for account creation

 That is about it.  We can help with ANYTHING ELSE!
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Sign up for Webinars and Tips of the Week

HSIT Research Application Support- hs.appsupport@hs.pitt.edu

 https://redcap.link/m5rl7sed

 Also suggest what topics you would like to hear about for the 
webinars and tips of the week

 Tips of the week coming soon
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Questions? 

hs.appsupport@pitt.edu

HSIT-Research Applications Team- Linda Stevanus-Schmadel  and Becky King 


